Internet Risks and Our Response

1) Introduction

As our society becomes more urban, and life becomes hectic and busy for both parents and youth, the youths face more issues of modernity than before. Alienation, loneliness, depression become more prevalent. Many youths also have access to the internet. With the ready availability of broadband, and generally an improvement in the telecommunications industry, especially in the urban areas (partly due to the government’s push to attract investments and business for MSC), internet risks which were once more prevalent in the West or the more technologically advanced nations are upon our youths in Malaysia. 

2) Current Trends

a) Information Explosion

The advent of the World Wide Web has created a huge bank of information. However since it is uncensored and un-moderated, anyone can post any kind of information and resources on the internet. Pornography has become the curse of this information age.

b) Communication Revolution

Other than e-mails, internet chats, instant messaging, the youths are now into participating in social networks like “Friendster” and into on-line journaling on “Web-logs”, more popularly known as “Blogs”. It is also not unusual for them to use “on-line dating” services. Spaming, web-bullying, web-scandals, hacking and cyber myths have become very real threats as a result of unchecked use of internet communication tools. 

c) Information Exchange

There are also many new kinds of newsgroups, clubs, bulletin boards which are started on the web where people exchange information. In addition, there are many peer-to-peer platforms for exchange of files and information that can by-pass the internet but are still very much part of the lifestyle of info-savvy youths (e.g. in hostels, colleges and universities). These peer-to-peer networks can become breeding grounds for insidious information as well as pornography

d) Gamming culture

Computer games have evolved greatly from DOS based games to animated games to what is now known as Role Playing Games. With the availability of broadbands, Massive Multiplayer Online Role Playing Games (MMORPG) are the latest craze. With such games, you can play with all kinds of people, all over the world, irrespective of national or geographical boundaries and time-zones.

e) Telecommunications Industry Convergence

With miniaturization and the advent of integrated telecommunications device (mini-computer and telephone), both the benefits of the internet as well as the risks have become even more mobile and more immediate. 

3) Risks

a) Surfing 

· Time Waster

· Pornography exposure and addiction

b) Chats, Instant Messaging

· Safety Issues, 

· risks of kidnapping and 

· rape.

c) Chats, Instant Messaging, Games 

· Isolation and alienation, 

· lack of self confidence, have low self esteem, 

· lack social skills, 

· inability to relate healthily 

· social and psychological handicap results

d) Games 

· Most common popular games are dark, cultic, satanic, selfish, sensual and violent.

· Addiction to lust, violence, occult and game culture, 

· confusion results

· lack of healthy real-world development, 

· distorted outlook of the real world.

e) Overall the risks are intertwined and there are real possibilities of youths going deeper and deeper and getting totally lost in the virtual world.

4) Challenges

a) Computer mediate communication 

i) Reasons why youths like this medium

(1) Anonymity – greater degree of acceptance, looks and background not obvious

(2) Limited engagement – can walk away, make excuses; have control over personal space

(3) More choices – check out before commitment to friendships / dating relationships

(4) Communication handicaps not a limitation – stammering, stuttering not a problem on the net

ii) Reasons against this medium

(1) Honesty and transparency necessary

(2) Friendship is about trusting and sharing

(3) Commitment is needed for relationships

(4) Need to develop REAL communication skills for the real world! 

iii) How to handle this medium

(1) Use it to enhance relationships and not to replace real life relationships

(2) Live in the real world not the cyber world

(3) Limit pocket money, limit chat / online time. 

b) Computer Games (especially MMORPG)

These games create very real fantasy worlds. It draws players into a virtual world. That world is constantly changing and evolving because the game developers are constantly changing and upgrading it. MMORGPs typically, allow players to create a character (called an Avatar) and allows him to build attributes, character and strength. The Avatar then goes on a mission or quest. The Avatar is not alone, but in a virtual community (local, national, international).

i) Reasons why youths like playing these games

(1) Cos it is FUN

(a) Alternative environment

(i) Escape from the real world

(ii) Explore the alternate fantasy world

(iii) “Gun Bound” “Lineage II”

(b) Alternative personality

(i) Adopt a different personae

(ii) Achieve a superiority and mastery otherwise not possible in real life

(c) Relaxation

(d) Techno-graphics

(i) Improvement in animation technology

(e) Develop knowledge and skills

(i) Different worlds open up to them 

(ii) e.g. racing, space technology, witchcraft, new age, medieval kingdoms

(2) cos it is ENGAGING

(a) hand-eye coordination (psychomotor)

(b) holds interest? (psychological ?)

(3) McClelland’s 3 needs Theory

(a) cos it gives them Power 

(i) personal

(ii) institutional

(b) cos it gives them a sense of Achievement

(i) Win points, status

(ii) Build strong characters

(c) Cos it gives them Affiliation

(i) Join a clan, be somebody

(ii) sense of belonging

ii) Reasons to limit gaming

(1) Addiction – compulsive play because games are designed for players to “level-up” progressively harder (i.e. game easier at lower levels), and create “just a little bit more” desire to go on….

(2) Virtual world takes over – confusion and unbalanced development results, studies and priorities in life affected. 

5) Ultimate Questions for the youths

a) Who am I?

i) Social development / interaction needed

ii) Discover who they are (for Christians, who they are in Christ)

iii) Healthy friendships

b) What is my purpose in life?

i) Help them to dream dreams and to achieve them

ii) Challenge them on

iii) Develop meaningful pursuits

iv) Youths want a cause to live for / die for

6) Our Response 

a) Awareness

i) There is a real need to create awareness of internet trends and internet related risks among parents, educators, policy makers and law enforcement officers.

ii) Then they in turn can learn to respond, guard and protect their children and youth. 

iii) For Christians, we need to be aware of the spiritual battle taking place for the souls (mind, will, emotion) of our youth and children.  

b) Education

i) We need to educate the educators and the parents first

ii) We need to inculcate good (biblical) values into their lives

iii) The best tool is the scriptures to renew and transform their minds

iv) We need to educate them in the right things

· sex education

· it’s a race for their minds

· renew what is true

· develop healthy emotions

· promote outdoor games and healthy activities

· deal with self esteem and confidence issues

· encourage healthy friendships

· accountability

· voluntary checks

· practical boundaries

· on-line help – “Covenant Eyes”

c) Intervention

i) Teach Power vs Responsibility

(1) Not believe that they’d sort themselves out

(2) Allow them to learn from own experiences

(3) Not be over protective

(4) Cannot cushion them from the consequences of their action

ii) Create Boundaries & Limits

(1) Limit time spent on computer / online

(2) Limit pocket money

(3) Place computer in a public place

iii) In acute cases, have to change environment and counsel youths. 

iv) Have mentor / e-mentor, encourage healthy friendships through sports & other activities.

v) Give them outlet for their energy and interest. 

vi) Be aware of how they’d feel if they do not play certain games (alienation)

vii) Create new safe cyber community

7) Conclusion
Internet risks are a real and present danger. We have to be discerning. We need to know what is of God and what is not of God. There is no middle ground. 

� Acknowledgement: The content of this outline is largely derived from notes made during a presentation on “Cyber-wellness – Parents’ Session” by the Touch Youth Services team presenting during the C.R.U.S.H. road show in SIB KL. 
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